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INTRODUCTION 

Each year, the Journal provides a compilation of the most important and timely articles on computers, 
technology, and the law. The Bibliography, indexed by subject matter, is designed to be a research guide 
to assist our readers in searching for recent articles on computer and technology law. This year’s annual 
Bibliography contains nearly 1000 articles, found through the examination of over 1000 periodicals. 

The Bibliography aims to include topics on every legal aspect of computers and technology. However, as 
new issues in this field emerge, we welcome your suggestions for additional topics and sources, as well as 
your commentary on the Bibliography. 
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JENNIFER WONDRACEK, LAW STUDENTS—AVOID MALPRACTICE AND EMBRACE TECHNOLOGY!, BEFORE THE BAR 
(FEB. 20, 2019), HTTPS://ABAFORLAWSTUDENTS.COM/2019/02/20/LAW-STUDENTS-AVOID-MALPRACTICE-AND-
EMBRACE-TECHNOLOGY/  

Law students—avoid malpractice and embrace technology! 

Did you know that thirty-five states have expressly included knowledge of technology in the official 
comments for their Rules of Professional Conduct? Most states have adopted language similar to 
comment 8 of the ABA Model Rule 1.1: Competence.  Two states – Florida and North Carolina – now 
require attorneys to take CLE courses on technology during each of their CLE cycles. 

More and more, technology is integrating into the practice of law and affecting many different areas and 
raising different ethical issues. Lawyers do not need to be IT experts, but they do need to “keep abreast 
of changes in the law and its practice, including the benefits and risks associated with relevant 
technology.” As you begin to delve further into the matter through ethics opinions and other documents, 
you will also find that lawyers are held to a “reasonable efforts” standard with regard to technology.  

What do “reasonable efforts” look like? State and ABA ethics opinions give us some ideas: 

• Recognize the nature of the threat to confidentiality, including how to treat materials based on 
their sensitivity. 

• Understand how confidential information is stored and transmitted. 

• Understand and use reasonable security methods, both on and offline 

• Conduct due diligence on vendors who have access to client information 

• Train attorneys and staff on how to use technology and security methods. 

There is still debate amongst the legal community regarding how these new(ish) rules will be 
implemented, but the issue is escalating based on some prominent issues coming to light.  On January 
8th, 2019, Paul Manafort’s attorneys filed a response to claims made by Special Counsel Robert Mueller.  
It was soon discovered that whomever redacted the document failed to do so properly, allowing anyone 
to read the “redacted text” by copying and pasting the blacked out sections.  While there is likely a staff 
member at one of the firms being blamed for the problem, attorneys and law students should remember 
that the attorneys who sign the documents also take responsibility for the contents of the documents. 
Should sanctions or a malpractice suit come of out of this situation, “my secretary did it” is not a valid 
excuse. 

Client confidentiality is a huge issue that needs to remain on an attorney’s radar at all times, but it is not 
the only concern in the legal realm with regards to technology. Technology audits, such as those the 
(in)famous Casey Flaherty required of Kia Motors’ outside counsel, raised the question “in which 
technologies should a ‘competent’ attorney be proficient?”  There are some who opine that if you are 
capable of serving your client more efficiently using technology, but refuse to learn how to do so, you are 
overbilling your clients.  Problems may also arise while representing your client if you do not understand 
how technologies function. For instance, in the video below, we see what happens when prosecutor 
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Bernie de la Rionda tries to question a witness about a social media technology that he does not 
understand. 

 

[Video: George Zimmerman Trial – Day 4 – Jenna Lauer’s Twitter - https://youtu.be/rY0TGH1OYuY] 

This type of questioning hurts the client, the attorney, and the attorney’s firm.  This behavior reasonably 
leads back to the ethics rule of competence and whether the attorney was adequately prepared to 
represent his client. 

Embracing technology is not something that one can do for a single moment in time, either. The concept 
of technology continually evolves. At one point in time, when people discussed technology, they spoke of 
the wheel, a bicycle, or even a telephone. Today, however, those technologies are so ingrained in our 
society that most people would not include them in a conversation about learning to use technology — 
unless referring to a smart telephone. 

As the technologies evolve, so, too, does the need for attorneys’ knowledge of these technologies.  It 
should not surprise anyone, for example, that the American Academy of Matrimonial Lawyers reported in 
2015 that 99% of attorneys surveyed said that text messages are being introduced as evidence in divorce 
cases. Also, 67% of attorneys surveyed have noted a rise in evidence from apps. 

Great leaps are being made in the assumption of attorney’s technological knowledge in small periods of 
time, however. For instance, in a November 2018 Canadian judicial opinion, a judge deciding upon an 
award of attorney’s fees refused to allow a $900 research fee, in part because the attorney did not use 
“artificial intelligence” sources. 

Thus, in three short years, we went from attorneys needing to know enough about how text messages 
and apps function to use them as evidence to using artificial intelligence to conduct legal research. 
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Now that you understand the implications of NOT embracing technology, what should you do in order to 
avoid those pesky malpractice claims and bar grievances? I recommend the following topics: 

• MS Office, including Word, Excel, PowerPoint, and Outlook.  These programs are industry 
standards and you need to understand how to use them efficiently and effectively. 

• General principles of increasing efficiency and effectiveness, such as document and service 
automation, collaboration technologies, and portability. 

• The creation and manipulation of PDFs, including redaction. 

• A thorough understanding of what metadata is, how it is generated, and how to remove it from a 
wide variety of materials, including documents, images, movies, audio clips, etc. (metadata 
scrubbing). 

• Cybersecurity, including how to select vendors who will help you protect your data, acquiring 
cyberinsurance policies, and training employees on best practices and use of available tools. 

• The threats and opportunities involved with using personal devices to complete legal work. 

• An understanding of the technologies that your clients use or which your opponent may utilize, 
such as accident recreation software. 

• If you are a planning to be a trial attorney: 

o Courtroom technologies, including exhibit presentation software, voir dire software, etc. 

o eDiscovery platforms, principles, and specific court rules. 

• General practice software, such as case management systems, billing software, efiling systems, 
and common mobile productivity applications. 

• Google and specialized searches, such as public records and social media. 

• Data Analytics. 

• Keep an eye on cutting edge technologies, for example: 

o Artificial Intelligence (already very active in the legal realm) 

o Augmented and Virtual Reality 

o 3D printing 

o Blockchain and cryptocurrencies 
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This list may look overwhelming, but remember, attorneys do not need to be IT specialists.  They need to 
have a general awareness of the technological issues and be willing to increase their knowledge and skills 
should their practice require it.  Attorneys will also differ in their knowledge based on the type of law that 
they practice. A trial attorney will need to know different technologies than a real estate attorney or a 
mediator.  

The key is a willingness to learn. 
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IVY B. GREY, TECHNOLOGY COMPETENCE, WHAT THE ETHICAL DUTY MEANS FOR YOU AND YOUR FRIM, DEC. 2017, 
HTTPS://LEGAL.INTELLIGENTEDITING.COM/BLOG/TECHNOLOGY-COMPETENCE-WHAT-THE-ETHICAL-DUTY-
MEANS-FOR-YOU-AND-YOUR-FIRM/ 
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RESOURCES TO HELP LAWYERS AND LAW STUDENTS WITH TECHNOLOGICAL COMPETENCIES 

Debbie Ginsberg, Educational Technology Librarian 
 
The resources below are starting places for exploring legal technological competencies.  The resources 
and the competencies they address are not exhaustive - future lawyers will need to continue to develop 
and improve new competencies throughout their practice. 
Online teaching tools 

These tools allow lawyers and law students to “learn by doing”.  Users can earn legal technology 
certificates by completing modules. 
 

● Procertas -https://www.procertas.com/  
○ Tests the user’s ability to perform discrete tasks in programs like Word, Excel, and 

Acrobat.  Users can use their own computers - PC or Mac - and their own versions of 
Office and Acrobat. 

● National Society for Legal Technology - Legal Technology Certificate - 
https://legaltechsociety.wildapricot.org/certification 

○ NSLT covers a wide variety of legal technologies.  Users learn to use these technologies 
using online simulations.   

Syllabuses 

● Syllabi Commons (CALI) - https://techforlawstudents.classcaster.net/syllabi-commons/  
○ A growing list of nearly 60 legal technology syllabuses and lecture modules donated by 

dozens of law schools   
 

Sample Law School Programs 

Many law schools are offering institutes, certificates, clinics, and courses integrating law and technology.  
These are a few examples.   

● The Law Lab (Chicago-Kent) https://www.thelawlab.com/ 
● Cybersecurity & Data Privacy Certificate (Loyola LA) - 

https://www.lls.edu/academics/concentrationsspecializations/jdconcentrationscoursesofstudy/
cybersecuritydataprivacy/ 

● Legal Innovation & Technology Certificate (Suffolk) - https://www.legaltechcertificate.com/ 
● Startup@BerkeleyLaw Clinic (Berkley) - 

https://www.law.berkeley.edu/experiential/startupberkeleylaw/entrepreneurs/  
● Entrepreneurship & Innovation Clinic (Boston College) -https://www.bc.edu/bc-

web/schools/law/academics-faculty/experiential-learning/clinics/entrepreneurship-
innovation.html 

● Online Dispute Resolution course (Santa Clara) - https://law.scu.edu/scheduled_classes/online-
dispute-resolution-the-state-of-the-art-5-2/ 
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● The Policy and Business of Cryptocurrencies course (Hofstra) - 
https://lawnews.hofstra.edu/2018/12/19/legal-technology-courses/ 
 

Online videos/webinars 

● Law Technology Today webinars (ABA) - 
https://www.lawtechnologytoday.org/category/webinars/ 

○ These webinars address the “how to” for legal competencies. 
● Why Law Faculty Need to Learn About Legal Tech and What they Need to Know webinar (AALS) - 

https://www.aals.org/sections/list/technology-law-and-legal-education/techwebinar1/ 
○ Moderated by  this panel’s own April Dawson, Speakers include Catherine Sanders 

Reach, ABA Techshow Co-Chair, and Michael Robak, the organizer of the law school 
speakers at past TECHSHOWs 

○ Slides feature additional helpful resources 
 

The annual CALI Conference features many programs on teaching technology to law students and law 
practice technology.  The 2020 conference will be held at the Chicago-Kent College of Law - 
https://www.cali.org/CALI-Conference 
 

● They Said There Would Be No Math: Law Schools Teaching High Tech and High Concept Courses 
(CALI 2019) -https://youtu.be/Cpw3PHe3gYU  

● Law Students + Access To Justice + Legal Education Technology = A2J Author (CALI 2019) - 
https://youtu.be/UbCNGZHJyM4  

● From Decoder Rings to Deep Fakes  Translating Complex Technologies for Legal Education (CALI 
2019) - https://youtu.be/AajWuBA6puc  

● Are You Experienced:  Simple Timesheets for Experiential Learning Courses (CALI 2019) - 
https://youtu.be/PyJar8HgJgs  

● Teaching Tech to Law Students (CALI 2018) - https://youtu.be/jbaNGK4a6bw  
● More CALI Videos - https://www.youtube.com/channel/UCAGrA9Jx9q6DSO1X1Ov0Y-Q 

 
Libguides for teaching tech 

Law school libraries’ online guides can be great starting points for all kinds of topics.  The guides below 
provide additional resources about law practice technologies and technology competencies.   

● Law Practice, Management, and Technology (Florida State University)  - 
https://guides.law.fsu.edu/LawPracticeandManagement/Home  

● Law Firm Technology (University of South Carolina) - http://guides.law.sc.edu/lawfirmtech 
● Legal Technology for Students and Practitioners (Maine School of Law) - 

http://lawguides.mainelaw.maine.edu/lawtech/duty 
 
 

 



 

Skills Building: Best Practices for Teaching Tech to Law Students Page 27 of 28 
January 6, 2020 

 

Useful Articles and resources 

● ABA TECHREPORT 2019 (a good overview of current legal tech issues) - 
https://www.americanbar.org/groups/law_practice/publications/techreport/abatechreport201
9/  

● Law Technology Today Quick Tips Archives (ABA) - 
https://www.lawtechnologytoday.org/category/quick-tips/  

● How Legal Professionals Can Keep up With Technology - 
https://www.lawtechnologytoday.org/2019/10/how-legal-professionals-can-keep-up-with-
technology/  

● Do Lawyers and Law Students Have the Technical Skills to Meet the Needs of Future Legal Jobs? 
- http://www.slaw.ca/2017/06/29/do-lawyers-and-law-students-have-the-technical-skills-to-
meet-the-needs-of-future-legal-jobs/ 

● 7 Key Tech Skills for Law Students - https://www.lawyer-monthly.com/2018/11/7-key-tech-
skills-for-law-students/  

● Teaching Tech: How Legal Education Coursework Is Changing in Today’s Digital Era - 
https://www.law.com/legaltechnews/2019/10/01/teaching-tech-how-legal-education-
coursework-is-changing-in-todays-digital-era/?slreturn=20200006204253 

 

 

Legal Technology Competencies Outline 

The list below is a starting point for determining what technologies lawyers and law students should focus 
on.  Individual practices will require additional competencies.  New technologies and technological threats 
will also expand this list. 
 
 
Everyday work 

No one wants to spend hours fighting Word documents. Mastering the software you use every day will 
save hours of time - and alleviate legal work’s most common frustrations. 

● Common desktop software like Office and Acrobat 
● Practice software (e.g. discovery software for trials or contract-analysis software for 

transactional work)  
● Mobile practice apps  

 
Marketing 

If you are looking for new clients, online tools can be invaluable. 
● Social media (e.g. when and how to use networks like Twitter, Facebook, and LinkedIn) 
● Websites (creating, securing, updating, and search engine optimization) 
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Security 

Law firms have been called the “soft underbelly of the internet.”  Taking precautionary measures to 
protect your firm’s and your clients’ data is no longer just an option.   

● Threats (from ransomware to stealing passwords)  
● Protections (e.g. antivirus software, VPNs) 
● Responses (how will you respond when you are hacked?) 
● User training (training yourself and others in your firm to avoid common threats) 

 
Efficiency 

Your time is literally money.  Evaluating firm processes and projects can speed up your work, not to 
mention improve consistency and reduce errors. 

● Process management - how lawyers handle common or repetitive work) 
● Project management - how lawyers handle individual matters 
● Task management 

 
Resource Evaluation 

Before you install/buy/license a new product: 
● Product research (e.g. what problems does it solve and will the product make your life easier?) 
● Product evaluation (e.g. what are the benefits and risks?) 
● Budget evaluation (e.g. what are the costs for purchase, what are the implementation costs, and 

what will the future maintenance costs be?) 
● Future-proofing (e.g. can you transfer data/work/information to a competitor?)   
● Working with vendors (e.g. what are the terms of service?)  

 
Continuous Learning 

● Planning learning paths (e.g. what technologies do you need to learn now to improve your 
practice, and what will you learn in the future?) 
 

Ethics 

● Model Rule (1.1. Comment 8) 
● Other applicable rules (other rules may also require lawyers to use technology well) 

 


